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DRAWING ACCURATE
FORENSIC CONCLUSIONS
Bob Zeidman provides an overview of Software Forensics and how it is performed.
/ ENTRY

A

t Zeidman Consulting we perform
forensic analysis of software
and hardware for intellectual
property litigation. This is more than
an abstract exercise, because often a
company’s fate and people’s careers rely
on our results. Did someone copy code
without authorization to do so? Does one
company’s product infringe on another’s
patent? Did one person steal trade
secrets from their previous employer to
start a competing company? We do not
take these issues lightly, and I make sure
that my team understands that our job
is to discover the facts, even when those
facts are contrary to the interests of our
own client. In this article I will present an
overview of software forensics and discuss
how to draw accurate forensic conclusions.

/ What is software
forensics?
Software Forensics is the science of
analyzing software to determine whether
or not intellectual property theft or
infringement occurred. It is the centerpiece
of lawsuits, trials, and settlements when
companies are in dispute over software
patents, copyrights, and trade secrets.
I have worked as a consultant on a few
well-known intellectual property cases
(e.g., ConnectU v. Facebook, Google v.
Microsoft, Robin Antonick v. Electronic
Arts, Symantec v. IRS, and SCO v. IBM) and
many more that are not very well known.
Over the years I have created a set of
software tools, called CodeSuite, to help
quantify the forensic analysis of software
and a set of rules that my team and I use
to get the most objective results possible.
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/ The Role Of The Forensics Expert
Although one party to a case, plaintiff or defendant usually hires software forensics experts,
it is our role to be neutral and present only the facts. While the facts can be presented in
the best light for the client, we must not change the facts to support a client, no matter how
much pressure there is to do so. The only way justice can be served is if we present the facts
and correct any mistakes that we make. We are not hired to argue in favour of a client; that is
the attorney’s role. We are hired only to perform forensic analysis and report our findings.

/ What is intellectual
property?
Let me start by defining software
intellectual property. Software can
encompass three types of intellectual
property or “IP”: copyright, trade secret,
and patents. While the specifics of the
protections afforded to these different
types of IP differ in different countries,
their definitions are essentially the same.
Copyright: Copyright as a form of
protection provided by the government
for original works of authorship,
including literary, musical, architectural,
choreographic, pictorial, graphic, sculptural,
and audiovisual creations. Copyright refers
to all of the exclusive rights granted by law
to copyright owners to stop others from
copying their work without the copyright
owner’s permission. Almost 180 countries
have ratified a treaty called the Berne
Convention, which unifies copyright laws
with regard to which works are protected
and the minimum protections that are
granted to creators. The World Intellectual
Property Organization (WIPO), an agency of
the United Nations, oversees the standards
for the protection of copyrights as well as
patents and trademarks.
One common misconception is that
copyright owners must register their

work with the government to obtain
protection. Programmers, or the company
that employs them, own the copyright for
software when the code is written, even
if it is not registered with any government
office. Many programmers are under the
mistaken impression that software is
simply a collection of ideas that they freely
share. Software is actually more than just
thought; it is a specific implementation
of that thought. It has been developed,
debugged, and tested at great expense.
The owner can protect it and unless you
are the owner, you cannot take it with
you to a new company as you wish.
Trade Secret: In the United States,
the Uniform Trade Secrets Act section 1.4
defines a trade secret as:
Information, including a formula,
pattern, compilation, program, device,
method, technique, or process, that
i) derives independent economic
value, actual or potential, from not being
generally known to or readily ascertainable
through appropriate means by other
persons who might obtain economic
value from its disclosure or use; and
ii) is the subject of efforts that are
reasonable under the circumstances
to maintain its secrecy.
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FORENSICS ANALYSIS OF SOFTWARE AND HARDWARE FOR INTELLECTUAL
PROPERTY LITIGATION IS MORE THAN AN ABSTRACT EXERCISE, BECAUSE
OFTEN A COMPANY’S FATE AND PEOPLE’S CAREERS RELY ON ITS RESULTS.
In other words, a trade secret is
something that helps one business
make money, that it keeps secret, and
that similar businesses generally don’t
know. This definition is roughly the same
for most countries in the world, but the
specific protections vary.
Software contains trade secrets; so do
customer lists, marketing plans, product
definitions, and almost anything that gives
a business a competitive advantage. To
protect trade secrets, a company must make
reasonable efforts to keep them secret. It is
not necessary to lock everything in a vault,
but companies should inform employees
that their software contains trade secrets
and that employees should not show the
code to anyone outside the company.
Programmers should include a notice in all
files that the code is confidential property of
the company. This will demonstrate in court,
if a misappropriation had occured, that the
company made a reasonable attempt to
protect the trade secrets in its code.

software, improve on it, and in some cases,
create a better way of performing the same
function that does not infringe on the patent.

Patent: A patent is the grant by a
government, of a property right in an
invention to the inventor. The right conferred
by the patent grant is typically the right to
exclude others from making, using, offering
for sale, or selling the invention in the
country that granted the patent. A patent
also excludes others from importing the
invention into the granting country. Another
way of saying this is that the government
allows an inventor to stop anyone from
producing his or her invention, for a limited
time, in return for telling the public exactly
how the invention works. In that way,
programmers can understand the patented

/ How Does Software
Detect IP Infringement?

The United States allows software to be
patented, but in recent years the courts
and the U.S. Congress have been limiting
the types of software that can be protected.
The European Union allows a narrow kind
of software to be patented. Other countries
that allow some kinds of software to be
patented include Australia, Canada, the
United Kingdom, Japan, and South Korea.
One thing to remember is that because at
least some governments enforce software
patents, and a company’s competitors may
have software patents, that companies
should obtain them as protection. I often tell
companies to ask their programmers, “What
are the hardest problems you had to solve
in this software?” or “Of which part of the
software are you most proud?” Those are
the first things to patent. A small company
should pick its core algorithm and patent it.

It is possible to scientifically determine
software copyright infringement, and
many kinds of software trade secret
infringement, through software forensic
analysis. There are software tools that can
compare many lines of code, line-for-line
to determine the amount of correlation,
a measure that can be used to guide
a software forensics expert to detect
infringement. In the past, methods of
code comparison to find copying included
techniques involving hashing, statistical
analysis, text matching, and tokenization.

/ A Case In Point
I was once hired to investigate whether
programmers under contract for a small
but very profitable company had copied
code and started their own business.
The programmers were steadfast in their
assertions that they had not copied code.
I ran an analysis of both sets of source
code using CodeMatch and initially
found no correlation; it appeared that the
programmers were honest and had not
copied code. However, they made one
large mistake: they had also copied the
plaintiff’s installer program, which puts
information into the Windows registry.
Interestingly, the defendant’s installer
program installed their program in the
plaintiff’s section of the Windows registry.
Further examination of the code showed
me that although the programmers
had done an excellent job of disguising
their copying the source code, I could
determine that the not only the installer
but the entire program had been copied.
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These prior methods compared software
code and produced a single measure that
indicated whether copying had occurred.
This oversimplification was not accurate
enough to be usable in court because the
tools could be fooled and the results were
often incorrect.
Over a decade ago I took on the
task of developing algorithms for
multidimensional software correlation that
divides software code into basic elements
and determines which elements are similar
(or “correlated”). An expert can then use
an iterative filtering process to determine
that the correlated code is due to any one
of six reasons for correlation: third-party
code, code generation tools, commonly
used names, common algorithms, common
programmers, or copying. If the correlation
is due to copying, and the copier did not
have the authority from the rights holder,
then infringement or misappropriation
occurred.
It is not currently possible to
scientifically detect software patent
infringement, because software patents
cover general implementation rather
than specific source code. For example,
a program that implements a patented
invention can be written in C, Java,
Python, or any one of the many other
available programming languages, using
different function names and variable
names, and performing operations in
different sequences. There are so many
combinations of ways of implementing
inventions in software that even the
most powerful modern computers cannot
consider all combinations of code that
might infringe a patent. This work is
still left to human experts using their
knowledge and experience, but it is a
problem that many of us in the field of
software forensics are trying to automate
by finding some clever algorithm and
some simplifying process.

Figure 1. Codematch Software Tool – Compares many lines of code for correlation

/ Do Not Pre-Judge Your Clients
It hurts credibility if you pre-judge clients and do not take cases because you do not like the
way a company operates. You should take cases from both plaintiffs and defendants; if you
do not it demonstrates a bias and may hurt you in court. You should take cases from any
company and let them know if the facts do not support their case.

SOFTWARE IS MORE THAN JUST THOUGHT; IT IS
A SPECIFIC IMPLEMENTATION OF THAT THOUGHT.
IT HAS BEEN DEVELOPED, DEBUGGED,
AND TESTED AT GREAT EXPENSE.
/ Training Is Essential
For Drawing Accurate
Forensic Conclusions
Every person who analyzes software
for Zeidman Consulting is required to
first pass the CodeSuite certification
training offered at Software Analysis and
Forensic Engineering Corporation. This
course teaches how to use the CodeSuite
tool, which calculates multidimensional
correlation described above. We use
CodeSuite in all of our software copyright
cases, many software trade secret cases,
and some software patent cases. While
the tool is excellent at comparing software
and pointing out highly correlated sections

/ The Earlier The Better
It is best when software forensics experts are engaged early in the case and allowed to do
their analysis over the longest possible time. That way, they are able to devote the time they
need to test various assumptions and draw accurate conclusions. For patent cases, it is ideal
to have forensics experts participate in claim construction; they can help navigate complex
technology and understand patent claims to ensure accurate claim construction. Otherwise
attorneys may be motivated to define terms in ways that help the legal aspects of the case
but hinder their technical analysis.
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of code, it is important to know how to
use it effectively and how to determine
which correlated sections of code are
due to copying and which are due to
other reasons. For example, open source
code used in two programs will be found
by CodeSuite, but not because copying
occurred. The training also teaches about
software intellectual property and practical
things like how to write an effective
expert report.
The final exam for the course requires
the student to use CodeSuite and the
forensic analysis process they learned in
the course to examine two sets of software
code and determine whether copying
took place. After that determination, the
student must determine which party had
the original code and which party copied,
something that a tool cannot decide.
For this you need to look for subjective
evidence. In other words, the forensic
examiner needs to look at the content of
the code and clues within the code. This
can be tricky, and a little hard to teach,
because each situation is different.
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Figure 2. Filtering process to determine that the correlated code is due to certain reasons

/ Who Owns The
Copyright?
The copyright owner is the party that
first wrote the source code, whether or
not it is registered with the copyright
office. The forensic process may require a
determination of which source code was
written first, and a trip to the copyright
office is not the most reliable method
for dating source code. Metadata, such
as the creation date or modified date
of source code files, helps to establish
the copyright.

/ Objective Evidence First,
Subjective Evidence
Second
One consistent rule of any forensic analysis
is that the objective facts must be considered
first. This seems obvious to me, but I find
that the subjective evidence confuses many
students in the course. In other words,
they first look at comments in the code or
they search the Internet to find information
about the companies that distribute the
code and the programmers who wrote the
code. This information is useful only after
the objective facts have been considered.
In fact, the examples in the course are
made up so that any similarities to real
companies, programmers, and code are
purely coincidental and will steer the student
way off course. This is a common, but very
serious mistake that even I see being made
by some professionals in the field.
Consider a murder case. If you perform
the analysis correctly, you would first
check the objective evidence, fingerprints,
bullet casings, weapons, DNA, blood
spatter patterns, footprints, etc., that can

be measured and recorded. Only after this
would you examine a “suicide note” (which
could have easily been faked) or interview
the suspects. You would not believe what
the note states or what the suspects state
unless those statements conform to the
objective evidence and there are no other
reasonable explanations. Similarly, you
should not consider the subjective evidence
in a software forensics case until after the
objective analysis has been completed.
Once an analysis has been performed using
forensic tools and procedures, you can then
begin looking at subjective evidence like
comments in the code, for example. But if
the information in that subjective evidence
conflicts with the objective analysis, you
need to doubt the subjective evidence. In
fact, fake copyright notices, open source
notifications, or programmer names that
were added to source code after copying
took place, in order to disguise the copying,
are not uncommon in real world cases of
code theft.

/ Conclusion
Intellectual property laws vary from country
to country but are generally consistent in
that they give the government the power to
protect the creations of authors, inventors,
and other creators. Because encouraging
creativity and rewarding creators is essential
for the success of modern civilization,
forensics is serious business with much at
stake. Software Forensics is a science, not an
art. This means that quantitative measures
must be used first to determine objective
facts, subjective evidence can be used next
to make further deductions, and reason must
be used to reach reasonable conclusions. /
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